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1
2
3
4
5
6
7
contract Vote { 8
mapping(int => int) public voteCounts; 9
10

function vote(int option) public {

voteCounts[option] += 1;
b

} 1
Solidity 185 2
(HeEEHN) 3
4
5
6
7
8

Il Sy==]
X =<

class Vote {
public Map<Integer, Integer> voteCounts = new HashMap<>();
public void vote(int option) {
if (!voteCounts.containsKey(option)) {
voteCounts.put(option, 0);
}

voteCounts.put(option, voteCounts.get(option) + 1);

Java

class Vote:
def _init_ (self):
self.voteCounts = {}

def vote(self, option):
if option not in self.voteCounts.keys():
self.voteCounts[option] = 0
self.voteCounts[option] += 1

Python
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<> Code () Issues 344 Il Pull requests 216 (+) Actions [7l] Projects 3 0 wiki () Security e

¥ dev ~ Go to file O About

% Vues is a progressive,
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contract Demo {
int public c;

function add(int a, int b) public {

c=a+b;

contract DemoTest {
Demo demo;

function testAdd() public {

demo.add(1, 2);
assert(demo.c ==

1+ 2);
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« 1972 FHEI R KB F Edsger Wybe Dijkstra 1ti&: “Program
testing can be used to show the presence of bugs, but never to
show their absence! ”, Bl R4 i’%ﬁﬁ#@—c}?mﬁf%mi _ﬂTﬁe

RPAEFTIXHEER. R
s, SUEEANNKS

E AR Rt TR RE 9555 R 1) RE
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int a: [-2147483648, 2147483647] 42121041

int a, b: (4212 x4217) N8
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SR vals

- B TIE RALTTE
c BEFHRA—TEFELAT, BFEBNEFHERIEE ESSE0E)
EY/NY

s —MERNTE REKE
« JIERILEEHEMA (Specification) FHAZEZR (Invariant)

T T

1 contract InvariantDemo { assert(c == a + b);
2 uint c;

3 function add(uint a, uint b) {

4 C=a+ b;

5 ¥

6 ¥
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Bug finding
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- B IE ERTTE (FR7)
c BEFHRA—TEFELAT, BFEBNEFHERIEE ESSE0E)
EY/NY

s —MERMATTE: RERE
- AIERBBEEHEMNL (Specification) Z{AZLZ (Invariant)

T T

1 contract InvariantDemo { assert(c == a + b);
2 uint c;

3 function add(uint a, uint b) {

4 C=a+ b;
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1 contract InvariantDemo { assert(c == a + b);
2 uint c;

3 function add(uint a, uint b) {

4 C=a+ b;
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ontract InvariantDemo {
uint c;
function add(uint a, uint b) {
cC=a+ b;
assert(c == a + b);
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INntroduction
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BERAZEXNRZS

PSR &

KAWL B ESZ (Solidity IBS) BRUEMNLZEEZ (Solidity 1IBS)
1 contract InvariantDemo { N4 1 contract InvariantDemo {
2 uint c; Y% e 2 uint c;
3 function add(uint a, uint b) { - 3 function add(uint a, uint b) {
4 c=a+b; 4 c=a+b;
5 } 5 assert(c == a + b);
6 } 6 }
7
assert(c == a + b); ’ l
TR, BIEFNITHYH W 514 FSolidity & 77 R i =y
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1 contract InvariantDemo {

2 uint c;

3 function add(uint a, uint b) {
4 c =a + b;

5 }
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contract VoteExample {
mapping(address /xvoterx/ => uint /xweightx/) public weights;
mapping(address /xvoterx/ => uint /*optionx/) public ballots;
mapping(uint /xoptionx/ => uint /xcountx/) public weightedVoteCounts;
function vote(uint option) public {

weightedVoteCounts[option] += weights[msg.sender];
ballots[msg.sender] = option;

39
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contract VoteExample {

mapping(address /xvoterx/
mapping(address /*voterx/

=> uint /*weight*/) public weights; | XZE
=> uint /*xoptionx/) public ballots; | g=mmicx |

mapping(uint /xoptionx/ => uint /xcountx/) public weightedVoteCounts;

EHiE |

function vote(uint option) public {

weightedVoteCounts[option] += weights[msg.senderl; | gtz |

ballots[msg.sender] =

option; | ERZAAETHES

40
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contract VoteExample {

mapping(address /xvoterx/
mapping(address /*voterx/

=> uint /xweight*/) public weights; | RE
=> uint /*xoptionx/) public ballots; | g=mmicx |

mapping(uint /xoptionx/ => uint /xcountx/) public weightedVoteCounts;

EHiE |

function vote(uint option) public {

weightedVoteCounts[option] += weights[msg.senderl; | gtz |

ballots[msg.sender] =

option; | ERZAAETHES

Bug?

41
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contract VoteExample {

mapping(address /xvoterx/ => uint /xweightx/) public weights;
mapping(address /xvoterx/ => uint /*optionkx/) public ballots;

NE

 REHRTCE |

mapping(uint /xoptionx/ => uint /*countx/) public weightedVoteCounts;

function vote(uint option) public {

EHiE |

Mg AR |

weightedVoteCounts[ballots[msg.sender]] —= weights[msg.sender];

weightedVoteCounts [option] += weights[msg.sender]; | sitxxkm=s |

assert(weightedVoteCounts[option] >= weights[msg.sender]);

ballots[msg.sender] = option; [ﬁiizﬁﬁp;gwgmﬁxﬁ]

ey
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contract VoteExample {

mapping(address /xvoterx/
mapping(address /*voterx/

=> uint /*weight*/) public weights; | XZE
=> uint /*xoptionx/) public ballots; | g=mmicx |

mapping(uint /xoptionx/ => uint /xcountx/) public weightedVoteCounts;

EHiE |

function vote(uint option) public {

weightedVoteCounts[option] += weights[msg.senderl; | gtz |

ballots[msg.sender] =

option; | ERZAAETHES
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ﬂr =~
AN _ﬁﬂmpq

+ 154
- HEMEFR (BEREXEFREIED)
* ZREH (BTE180)

- TEYE

$votes = Map ($option) Sum weights[$voter] Over ($voter) Where ballots[$voter] == $option;
ForAll ($option) Assert $option == || $votes[$option] == weightedVoteCounts([$option];

mapping(address /xvoterx/ => uint /*weightx/) public weights;

mapping(address /xvoterx/ => uint /*optionx/) public ballots;

mapping(uint /*optionx/ => uint /*countx/) public weightedVoteCounts;
mapping(uint /xoption*/ => uint /*count*/) $votes;

45
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AN _ﬁﬂmpq

+ 154

- FE{EFA (BERZEFRIED)

- AREH (HEIE)
- TEHRE

$votes = Map ($option) Sum|/weights

[$voter] Over ($voter) Where

ballots

[$voter] ==

ForAll ($option) Assert $option == 0 || $votes[$option] ==|weightedVoteCounts

mapping(address /xvoterk/
mapping(address /xvoterx/

$option;
[$option];

=> uint /*weightx/) public weights;
=> uint /xoptionx/) public ballots;

mapping(uint /*optionx/ => uint /*countx/) public weightedVoteCounts;

mapping(uint /xoption*/ => uint /*count*/) $votes;

46



1 contract VoteExample {
2
3 mapping(address /xvoterx/ => uint /%weight*/) public weights; [ &
4 mapping(address /xvoterx/ => uint /xoptionx/) public ballots; :{ﬁgﬁﬁﬁﬁﬁi]
5 mapping(uint /xoptionx/ => uint /xcountx/) public weightedVoteCounts;
6 By
7 function vote(uint option) public {
8
9
10 weightedVoteCounts[option] += weights[msg.sender]; [gﬁfgi ]
11 ballots[msg.sender] = option; [ﬁﬁﬁﬁ%ﬁﬂﬁ?%&ﬁﬁ@j]
12 +
13}
AE

$votes = Map ($option) Sum weights[$voter] Over ($voter) Where ballots[$voter] == $option;
ForAll ($option) Assert $option == 0 || $votes[$option] == weightedVoteCounts[$option];

47



$votes = Map ($option) Sum weights[$voter] Over ($voter) Where ballots[$voter] == $option; [ FA[8]{E = BH J
ForAll ($option) Assert $option == 0 || $votes[$option] == weightedVoteCounts[$option]; [ 443 7 R ]

Input :Program P as a list of statements and a list
of invariant rules R
Output: The instrumented program as a list of

statements

1 PP

2 forr e Rdo

3 | if r="v=Map X Sume Over ¥ Wherec;”

then

4 Assume v is fresh. Declare v in P’.

5 for s = “storea, ;" € Pdo

6 B « BindExpr(a, e) U BindExpr(a, c)

7 b « BindCond(a, c)

8 pre « “if ¢ { t = load v[¥];

t' =t —e;store v[X], t';}”
9 pre « Rewrite(pre, B, b)
10 post «— “if ¢ { t = load v[¥];
t' =t +e;store v[¥],t;}”

11 post < Rewrite(post, B, b)

12 Insert pre before s and post after s into P’
13 else if r = “ForAll ¥ Assertc;” then

14 Declare a fresh map a in P’ corresponding to r
15 for s = “storea, " € P do

16 B « BindExpr(a, c)

17 pre — “a[X] =17

18 pre «— Rewrite(pre, B, (L, 1))

19 Insert pre before s in P’
20 PP
21 for r = “ForAll X Assertc;” € R do
22 a « The defined map that corresponds to r
23 s’ « “for X ina { assertc; }”
24 Insert s’ at the end of P’

48

25 return P’



$votes = Map ($option) Sum weights[$voter] Over ($voter) Where ballots[$voter] == $option; [ FA[8]{E = BH J
ForAll ($option) Assert $option == 0 || $votes[$option] == weightedVoteCounts[$option]; [ 443 7 R ]

Input :Program P as a list of statements and a list
of invarjant rules R
Output: The instrumented program as a list of
statements
1 PP
2 forr e Rdo

3 | if r="v=Map¥ Sume Over ¥ Wherec;” <—— QbR |a]{E 7 B
then

4 Assume v is fresh. Declare v in P’.

5 for s = “storea, ;" € Pdo

6 B « BindExpr(a, e) U BindExpr(a, c) N = N =

, PO — EREERROTERS (HE) BRBRNEE

8 pre « “if ¢ { t = load v[X];

L asore o) MFERELRNEBE, BEAMNEFFEX PN EAEEALE
9 pre < Rewrite(pre, B, b)
10 post «— “if ¢ { t = load v[¥];
t' =t +e;store v[¥],t;}”

11 post <— Rewrite(post, B, b)

12 L Insert pre before s and post after s into P’ <— 7L 1E/T] EFAMTHFEABN B4R
13 else if r = “ForAll X Assert c;” then WHIBA R AERA
14 Declare a fresh map a in P’ corresponding to r
15 for s = “storea, ” € Pdo

16 B « BindExpr(a, c)

v pre —"a[x] =1 NTERSEEMNED, ICXAEUREERARERNEE
18 pre «— Rewrite(pre, B, (L, 1))

: Insertpr before s in FE1RA)  F R AR MM A
20 | PV
21 for r = “ForAll X Assertc;” € R do
22 a < The defined map that corresponds to r
@ | ¢« for¥ina{aserc ) FERHEEB/A—orfBIR, RIEGYRESRENEAREH
24 | Inserts’ at the end of P

49

25 return P’



$votes = Map ($option) Sum weights[$voter] Over ($voter) Where ballots[$voter] == $option; [ FA[8]{E = BH J
ForAll ($option) Assert $option == 0 || $votes[$option] == weightedVoteCounts[$option]; [ 443 7 R ]

Input :Program P as a list of statements and a list
of invarjant rules R
Output: The instrumented program as a list of

statements
1 PP
2 forr e Rdo
3 | if r="v=Map X Sume Over ¥ Wherec;”
then
4 Assume v is fresh. Declare v in P’.
5 for s = “storea, ;" € Pdo
6 «— BindExpr(a, e) U BindExpr(a, ¢ \ = N =
; bt UBAERI@) R RRNERRE () BREENEE
8 pre « “if ¢ { t = load v[¥];
t' =t —e;store v[X], t';}”
9 pre « Rewrite(pre, B, b)
10 post «— “if ¢ { t = load v[¥];
t' =t +e;store v[¥],t;}”
11 post <— Rewrite(post, B, b)
12 Insert pre before s and post after s into P’
13 else if r = “ForAll ¥ Assertc;” then
14 Declare a fresh map a in P’ corresponding to r
15 for s = “storea, " € P do
16 B « BindExpr(a, c)
17 pre — a[X[=T1"
18 pre «— Rewrite(pre, B, (L, 1))
19 Insert pre before s in P’
20 PP
21 for r = “ForAll X Assertc;” € R do
22 a < The defined map that corresponds to r
23 s’ « “for X ina { assertc; }”
24 Insert s’ at the end of P’

50

25 return P’



$votes = Map ($option) Sum weights[$voter] Over ($voter) Where ballots[$voter] == $option; [ FA[8]{E = BH J
ForAll ($option) Assert $option == 0 || $votes[$option] == weightedVoteCounts[$option]; [ 443 7 R ]

Input :Program P as a list of statements and a list
of invariant rules R
Output: The instrumented program as a list of

statements

1 PP«P
forreRdo o SUF B (355) ERFEIEE (55)
3 if r = "v = Map X Sum e Over yj Wherec;

then ballots[msg.sender] ballots[Svoter] == Soption
4 Assume v is fresh. Declare v in P’.
5 for s = “storea, ;" € Pdo
6 B « BindExpr(a, e) U BindExpr(a, c) N = N -
, b« BindCond(a.c) }e——%¢@%5%¢%§§%%(%ﬁ)ﬂﬁﬂ¢%§$
8 pre « “if ¢ { t = load v[¥];

t' =t —e;store v[X], t';}”

9 pre < Rewrite(pre, B, b)

10 post «— “if ¢ { t = load v[¥];
t' =t +e;store v[¥],t;}”

11 post < Rewrite(post, B, b)
12 Insert pre before s and post after s into P’
13 else if r = “ForAll ¥ Assertc;” then
14 Declare a fresh map a in P’ corresponding to r
15 for s = “storea, " € P do
16 B « BindExpr(a, c)
17 pre — a[X[=T1"
18 pre «— Rewrite(pre, B, (L, 1))
19 Insert pre before s in P’
20 PP
21 for r = “ForAll X Assertc;” € Rdo
22 a « The defined map that corresponds to r
23 s’ « “for X ina { assertc; }”
24 Insert s’ at the end of P’

ol

25 return P’



$votes = Map ($option) Sum weights[$voter] Over ($voter) Where ballots[$voter] == $option; [ FA[8]{E = BH J
ForAll ($option) Assert $option == 0 || $votes[$option] == weightedVoteCounts[$option]; [ 443 7 R ]

Input :Program P as a list of statements and a list
of invariant rules R
Output: The instrumented program as a list of

statements

1 PP«P
forreRdo o SUTHER (35) ERFEIEE (55)
3 if r = "v = Map X Sum e Over yj Wherec;

then ballots[msg.sender] ballots[Svoter] == Soption
4 Assume v is fresh. Declare v in P’.
5 for s = “storea, ;" € Pdo
6 B « BindExpr(a, e) U BindExpr(a, c) N = N =
, b« BindCond(a.c) }e——ﬁ¢@ﬁ5%¢%§§%%(%i)ﬂﬁﬂ¢%§$
8 pre « “if ¢ { t = load v[¥];

t' =t —e;store v[X], t';}”

9 pre < Rewrite(pre, B, b) ) .
10 post — “if ¢ { t = load v[%]; BindExpr(ballots|msg.sender], ballots[Svoter] == Soption)
t' =t +e;store v[¥],t;}”
11 pOSt «— Rewrite(post, B, b) = { Svoter <=> msg'sender'
: ’
12 L Insert pre before s and post after s into P $option <-> ballots[msg.sender] }
13 else if r = “ForAll ¥ Assertc;” then
14 Declare a fresh map a in P’ corresponding to r
15 for s = “storea, " € P do
16 B « BindExpr(a, c)
17 pre — a[X[=T1"
18 pre «— Rewrite(pre, B, (L, 1))
19 Insert pre before s in P’
20 | PV
21 for r = “ForAll X Assertc;” € Rdo
22 a < The defined map that corresponds to r
23 s’ « “for X ina { assertc; }”
24 | Inserts’ at the end of P’
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25 return P’



$votes = Map ($option) Sum weights[$voter] Over ($voter) Where ballots[$voter] == $option; [ FA[8]{E = BH J
ForAll ($option) Assert $option == 0 || $votes[$option] == weightedVoteCounts[$option]; [ 443 7 R ]

Input :Program P as a list of statements and a list
of invariant rules R
Output: The instrumented program as a list of

statements

1 PP«P
forreRdo o SUTHER (35) ERFEIEE (55)
3 if r = "v = Map X Sum e Over yj Wherec;

then ballots[msg.sender] ballots[Svoter] == Soption
4 Assume v is fresh. Declare v in P’.
5 for s = “storea, ;" € Pdo
6 B « BindExpr(a, e) U BindExpr(a, c) N = N =
, b« BindCond(a.c) }e——ﬁ¢@ﬁ5%¢%§§%%(%i)ﬂﬁﬂ¢%§$
8 pre « “if ¢ { t = load v[¥];

t' =t —e;store v[X], t';}”

9 pre < Rewrite(pre, B, b) ) )
10 post — “if ¢ { t = load v[%]; BindExpr(ballots[msg.sender], ballots[Svoter] == Soption)
t' =t +e;store v[¥],t;}”
11 pOSt «— Rewrite(post, B, b) = { Svoter <=> msg.sender'
: ’
12 L Insert pre before s and post after s into P $option <-> ballots[msg.sender] }
13 else if r = “ForAll ¥ Assertc;” then
14 Declare a fresh map a in P’ corresponding to r
15 for s = “storea, " € P do
16 B « BindExpr(a, c)
17 pre — a[X[=T1"
18 pre «— Rewrite(pre, B, (L, 1))
19 Insert pre before s in P’
20 | PV
21 for r = “ForAll X Assertc;” € Rdo
22 a < The defined map that corresponds to r
23 s’ « “for X ina { assertc; }”
24 | Inserts’ at the end of P’
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25 return P’



$votes = Map ($option) Sum weights[$voter] Over ($voter) Where ballots[$voter] == $option; [ FA[8]{E = BH J
ForAll ($option) Assert $option == 0 || $votes[$option] == weightedVoteCounts[$option]; [ 443 7 R ]

Input :Program P as a list of statements and a list
of invariant rules R
Output: The instrumented program as a list of

statements

1 PP«P
forreRdo o SUTHER (35) ERFEIEE (55)
3 if r = "v = Map X Sum e Over yj Wherec;

then ballots[msg.sender] ballots[Svoter] == Soption
4 Assume v is fresh. Declare v in P’.
5 for s = “storea, ;" € Pdo
6 B « BindExpr(a, e) U BindExpr(a, c) N = N =
, b« BindCond(a.c) }e——ﬁ¢@ﬁ5%¢%§§%%(%i)ﬂﬁﬂ¢%§$
8 pre « “if ¢ { t = load v[¥];

t' =t —e;store v[X], t';}”

9 pre < Rewrite(pre, B, b) ) :
10 post — “if ¢ { t = load v[%]; BindExpr(ballots|msg.sender], ballots[Svoter] ==|Soption|)
t' =t +e;store v[¥],t;}”
11 pOSt «— Rewrite(post, B, b) = { Svoter <=> msg'sender'
: ’
12 L Insert pre before s and post after s into P $option <-> ballots[msg.sender] }
13 else if r = “ForAll ¥ Assertc;” then
14 Declare a fresh map a in P’ corresponding to r
15 for s = “storea, " € P do
16 B « BindExpr(a, c)
17 pre — a[X[=T1"
18 pre «— Rewrite(pre, B, (L, 1))
19 Insert pre before s in P’
20 | PV
21 for r = “ForAll X Assertc;” € Rdo
22 a < The defined map that corresponds to r
23 s’ « “for X ina { assertc; }”
24 | Inserts’ at the end of P’

o4

25 return P’



$votes = Map ($option) Sum weights[$voter] Over ($voter) Where ballots[$voter] == $option; [ FA[8]{E = BH J
ForAll ($option) Assert $option == 0 || $votes[$option] == weightedVoteCounts[$option]; [ 443 7 R ]

Input :Program P as a list of statements and a list
of invarjant rules R
Output: The instrumented program as a list of
statements
1 PP
2 forr e Rdo

3 | if r="v=Map¥ Sume Over ¥ Wherec;” <—— QbR |a]{E 7 B
then

4 Assume v is fresh. Declare v in P’.

5 for s = “storea, ;" € Pdo

6 B « BindExpr(a, e) U BindExpr(a, c) N = N =

, PO — EREERROTERS (HE) BRBRNEE

8 pre « “if ¢ { t = load v[X];

L asore o) MFERELRNEBE, BEAMNEFFEX PN EAEEALE
9 pre < Rewrite(pre, B, b)
10 post «— “if ¢ { t = load v[¥];
t' =t +e;store v[¥],t;}”

11 post <— Rewrite(post, B, b)

12 L Insert pre before s and post after s into P’ <— 7L 1E/T] EFAMTHFEABN B4R
13 else if r = “ForAll X Assert c;” then WHIBA R AERA
14 Declare a fresh map a in P’ corresponding to r
15 for s = “storea, ” € Pdo

16 B « BindExpr(a, c)

v pre —"a[x] =1 NTERSEEMNED, ICXAEUREERARERNEE
18 pre «— Rewrite(pre, B, (L, 1))

: Insertpr before s in FE1RA)  F R AR MM A
20 | PV
21 for r = “ForAll X Assertc;” € R do
22 a < The defined map that corresponds to r
@ | ¢« for¥ina{aserc ) FERHEEB/A—orfBIR, RIEGYRESRENEAREH
24 | Inserts’ at the end of P
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25 return P’



$votes = Map ($option) Sum weights([$voter] Over ($voter) Where ballots[$voter] == $option;

ForAll ($option) Assert $option || $votes[$option] == weightedVoteCounts[$option];

O 00 NO UL B WN R

10
11
12
13

contract VoteExample {
mapping(address /xvoterx/ => uint /xweightx/) public weights;
mapping(address /xvoterx/ => uint /xoptionx/) public ballots;
mapping(uint /xoptionkx/ => uint /xcountx/) public weightedVoteCounts;
function vote(uint option) public {

weightedVoteCounts[option] += weights[msg.sender];
ballots[msg.sender]

Input :Program P as a list of statements and a list

of invariant rules R

Output: The instrumented program as a list of

statements

1 PP« P
2 forr € Rdo

3

° N O @1 e

10

11

12

13
14

15
16

17

18

19

20

21
22

23

24

if r = “v = Map ¥ Sum e Over ¥ Wherec;”
then
Assume v is fresh. Declare v in P’.
for s = “storea, ;” € P do
B « BindExpr(a, e) U BindExpr(a, c)
b « BindCond(a, ¢)
pre «— “if ¢ { t =load v[¥];
t’ =t — e;store v[X], t";}”
pre < Rewrite(pre, B, b)
post « “if ¢ { t = load v[¥];
t’ =t + e;store v[X],t’;}”
post < Rewrite(post, B, b)
Insert pre before s and post after s into P’

Ise if r = “ForAll ¥ Assert ¢;” then
Declare a fresh map « in P’ corresponding to r

o

for s = “storea, ” € P do
B « BindExpr(a, c)
pre — “a[X] =17
pre « Rewrite(pre, B, (L, 1))
Insert pre before s in P’

PP

for r = “ForAll X Assertc;” € R do

o « The defined map that corresponds to r
s’ « “for ¥ ina { assertc; } ”

| Insert s” at the end of P’

25 return P’

56
Figure 8. Instrumentation algorithm.



$votes = Map ($option) Sum weights[$voter] Over ($voter) Where ballots[$voter] == $option;

ForAll ($option) Assert $option == || $votes[$option] == weightedVoteCounts[$option];
1 contract VoteExample {
2
3 mapping(address /#voterk/ => uint /#weight*/) public weights;
4 mapping(address /%voterkx/ => uint /xoptionx/) public ballots;
5 mapping(uint /xoptionx/ => uint /*countx/) public weightedVoteCounts;
6 mapping(uint /xoptionx/ => uint /*countx/) public $votes;
7 uint[] $optionChecks;
8
9 function vote(uint option) public {
10 '
11
12 $optionChecks.push(option);
13 weightedVoteCounts[option] += weights[msg.sender];
14
15 assert($votes[ballots[msg.sender]] >= weights[msg.sender]);
16 $optionChecks.push(ballots[msg.sender]);
17 $votes[ballots[msg.sender]] -= weights[msg.sender];
18
19 ballots[msg.sender] = option;
20 $optionChecks.push(ballots[msg.sender]);
21 $votes[ballots[msg.sender]] += weights([msg.sender];
22 assert($votes[ballots[msg.sender]] >= weights[msg.sender]);
23
24 for (uint256 $index = 0; $index < $optionChecks.length; $index += 1) {
25 uint $optionCheck = $optionChecks[$index];
26 assert($optionCheck == @ || $votes[$optionCheck] == weightedVoteCounts[$optionCheck]);
27 2
28 delete $optionChecks;
29 }

Input :Program P as a list of statements and a list
of invariant rules R
Output: The instrumented program as a list of

statements

1 PP

2 forr €e Rdo

s | if r="v=Map X Sume Over ¥ Wherec;”

then

4 Assume v is fresh. Declare v in P’.

5 for s = “storea, ;” € P do

6 B « BindExpr(a, e) U BindExpr(a, c)

7 b « BindCond(a, ¢)

8 pre «— “if ¢ { t =load v[¥];

t’ =t — e;store v[X], t";}”
9 pre < Rewrite(pre, B, b)
10 post « “if ¢ { t =load v[XT;
t’ =t + e;store v[X],t’;}”

11 post < Rewrite(post, B, b)

12 | Insert pre before s and post after s into P’
13 else if r = “ForAll X¥ Assert c;” then

14 Declare a fresh map « in P’ corresponding to r
15 for s = “storea, ” € P do

16 B « BindExpr(a, c)

17 pre — “a[X] = 1"

18 pre « Rewrite(pre, B, (L, 1))

19 Insert pre before s in P’
20 PP
21 for r = “ForAll ¥ Assertc;” € R do
22 a « The defined map that corresponds to r
23 s’ « “for X ina { assertc; }”
2¢ | Inserts’ at the end of P’
25 return P’

S/
Figure 8. Instrumentation algorithm.
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Future Directions
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/* Concatenate two lists 'a' and 'b'.
* The result is a single list 'res'.
procedure concat(a: Node, b: Node)

}

returns ( : Node)

requires list(a) &x& list(b)
ensures list(res)

if (a == null) {
return b;

} else {
var curr := a;

while (curr.next '= null)
invariant acc(curr) k- list(a)
{
curr := curr.next;
}
curr.next := b;
return a;

}

*/
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